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Ethical Hacking Essentials is a first-of-its-kind MOOC certification that provides
foundational knowledge and skills in ethical hacking with add-on labs for hands-on
experience. The course contains 12 modules and add-on labs covering fundamental
ethical hacking concepts, including emerging technologies like loT and OT, cloud
computing, etc.

Modules: What You Will Learn
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: : g - «  Informaotion security fundomentals
07 : information Security Fundamentals .  |yrormation security lows ond regulations
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Cyber Kill Chain methodology

i 02 " Ethical Hacking Fundamentals +  Hocking concepts, hacking cycle, and different hocker closses
' 1 +  Ethicol hacking concepts, scope, and limitations

.............................................................................................................................................................................................................

; y a ¢ Detect vorious threot sources aond vulnerabilities in g
' 03 ° Information Security Threats and network or system

Vulnerabilities . Different types of molwores

04 Password Cracking Techniques

and Countermeasures . I'vpes of pusswaord cracking technigues
DE Eﬂtiﬂl EnginEEI'ing TEEhniqUES . Sociol Engineerinq concepts ond [thniqufl';
. and Countermeasures +  Insider threats ond identity theft concepts

Packet sniffing concepts and types
Network-Level Attacks and Sniffing technigues and countermeosures

Countermeasures v+ DoS and 0DoS attacks under sniffing attocks

v Weh Server Attocls

i 2 . +  Web Application Attacks
07 | Web Application Attacks and «  Web Applicotion Architecture and Vulnerability Stock
i Countermeasures +  Weh Application Threots ond Attocks

' S0L Injection Attacks
Types of SOL Injection Attacks
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: Wireless Terminology

| . +  Types of Wireless Encryption

08  Wireless Attacks and P I

i i + Wireless Network-specific Attack Technigues
Countermeasures Bluetooth Attacks

i Wireless Attack Countermeasures

09 Mobile Attacks and + Mobile Attack Anotomy
i Countermeasures ' Mobile Attock Vectors and Mobile Plotform Vulnerabilities

|oT Attacks
loT Devices, their need and Application Areos

: loT Threats and Attacks
10 loT and OT Attacks and R

Countermeasures +  Understand OT Cancepts

OT Chollenges ond Attocks
OT Attocks Countermeaosures

: +  Cloud Computing Concepts
11 . Cloud Computing Threats +  Container Technology
and Countermeasures +  Cloud Computing Threats

Cloud Computing Countermeasures

Fundamentals of Penetration Testing ond its Benefits
Various Types ond Phases of Penetration Testing
Buidelines and Recommendotions for Penetration Testing

Penetration Testing
12 ' Fundamentals

Tools You Will Learn and Use

LOphtCrock, Netcraft, SQL Injection Detection Tool, Web Applicotion Security Scanner, ARP Spoofing
Detection Tools

» @-Learning resources including eBook and videos are available to all learners, free of charge.
» Unlock powerful add-ons, including cloud labs that provide intensive skills training and practice,
official EC-Council certification exams, exam preps, and certification of completion.

Exam Information

Certification : Ethical Hacking Essentials
Exam Length :2 Hours
Exam Format :MCQ

No. of Questions: 75
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